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HART (IN)SECURITY

How one transmitter can compromise whole plant.
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So, WTF Is HART?

AHighwayAddressable Remote Transdu&antocol
Alndustrial protocol. LAY
_ FAfaRA e U
ADeveloped by Rosemount in mi®80s it T Ty
ASupported byHart Communicatioffoundation

ADifferent physical layers: Current Loop, Wireless
(802.15.4), R885, HARTDver-IP.

AMainly used for communicating between software/PLC
and RTUs (originally transmitters)

AMostly used on power plants, chemical factories, oil &
gas industry




Why research HART?

Alnteresting physical level (current loop).

AUsed in high importance industries (plants, factories,
wellse.t.c)

ACurrent loop line length can reach up to 3km =>
possible physical security problem.

AOfficial specifications minimum cost is 975$+.

AHart protocol: 6 | I NI
Communication Foundatiogcan you resist of hacking
when you hear something like this? :)



HART devices

ARTUs
ATransmitters (temperature, pressuretc)
Al/O devices

APLC modules
AGateways
AModems
ACommunicators
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HART Software
ASCADA
AOPC Servers (OLE for process control)
APAS (Plant Asset management Software)

AMES (and even ERP!) integration components.



HART Vendors

Rockwell

Automation
@ Allen-Bradiey &

ndress+Hause EMERSON

People for Process Automation

Honeywell SIEMENS

And much more!




Typical HART Infrastructure

PAS
SCADA/OPC

HART ’{ HART Transmitters && 1/O

modem

& HART
communicator PLCs
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HART: more closer look

7 Application Hart commands

2 Datalink Binary, Master/Slave protocol with CRC

1 Physical FSK via Copper wiring, Wireless4ARS, HartlP

Physical layers:

AFSK (Copper wiring;20mA current loop):
A point-to-point mode (analog/digital)
A multidrop mode (digital)

AWireless HART (over 802.14.5)

AHARTover-IP (TCP, UDP)
ARS485 Hart gateways



HART over Current Loop

Frequencyshift-scaling (FSK)



Example FSK transmission

Timehase
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HART FSK connection types (1)

2500hm
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External Hardware

Source wiring
(change polarity for sink



HART FSK connection types (2)

2500hm
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HART packet structure
| Delimeter | Address [ [Expand] | Command] Byte Count| _[Data] [ Check byt

A OSNE LI O1SU &0l NIISR gAGK
ATwo packet types: short and expanded

ATwo address type: poling and unique

AThree frame types:
ABurst frame (BACK, 1)
AMaster to field device (STX, 2)
AField Device to master (ACK, 6)

ACheck byte: XOR of all bytes

AThree types of commands: Universal, Common practice
and Device Families.



ACommand
ACommanc

ACommanc

ACommand 12: reac
ACommand 13: reac

HART commands

0: read unique identifier.

1: read

/: reaco

orimary variable
oop configuration
message

tag, descriptor date

ACommand 17: write message
ACommand 18: writéag, descriptodate
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Dozens command to experiment and fuzz!
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Problem: how to sniff/inject?

ANeed stable solution for sniffing and injecting current
loop.

ADemoboardsare too lowpower.
AModems are too noisy.

AWill be cool have extension for some existing
tools/technologies.
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We decided to build custom HART shield fouiho



HART Moderkvalboards

AD5700

AS191HRT

J1 AS191 HART MODEM |
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HART Modem ICs

NCR20C12

AD5700 DS8500



Problems

AMost ICs have TQFN(or smaller) layout.

ANCR20C12 (DIP)sisickedsomewhere in Russian post.
AA5191HREvalboard is BLOCKED by Russian customs.
ANo public specifications available.

ASmall number of available transmitters/modems/etc.




First try
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More problems

AAD5700 outputs crap on UART pins
Al yQli AyeSod LI 0o1Sda Ay f
too weak.

Apyserialincorrectly works with RTS(DTR) serial pin
Adark_k3y burned 2 USBART and 1 COMART
AAt last, we burned our AD5700 demo board.




