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So, WTF is HART?

ÅHighway Addressable Remote Transducer Protocol

ÅIndustrial protocol.

ÅDeveloped by Rosemount in mid-1980s.

ÅSupported by Hart Communication Foundation

ÅDifferent physical layers: Current Loop, Wireless 
(802.15.4), RS-485, HART-over-IP.

ÅMainly used for communicating between software/PLC 
and RTUs (originally transmitters)

ÅMostly used on power plants, chemical factories, oil & 
gas industry



Why research HART?

ÅInteresting physical level (current loop).

ÅUsed in high importance industries (plants, factories, 
wells e.t.c.)

ÅCurrent loop line length can reach up to 3km => 
possible physical security problem.

ÅOfficial specifications minimum cost is 975$+.

ÅHart protocol: Simple. Reliable. Secure.ϭ IŀǊǘ 
Communication Foundation ςcan you resist of hacking 
when you hear something like this? :)



HART devices

ÅRTUs 
ÅTransmitters (temperature, pressure, etc)

ÅI/O devices

ÅPLC modules

ÅGateways

ÅModems

ÅCommunicators 



HART Software

ÅSCADA

ÅOPC Servers (OLE for process control)

ÅPAS (Plant Asset management Software)

ÅMES (and even ERP!) integration components. 



HART Vendors

And much more!



Typical HART infrastructure
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HART: more closer look

OSI Layer HART

7 Application Hart commands

2 Datalink Binary, Master/Slave protocol with CRC

1 Physical FSK via Copper wiring, Wireless, RS-485, Hart-IP

Physical layers:
ÅFSK (Copper wiring, 4-20mA current loop):
Åpoint-to-point mode (analog/digital) 

Åmultidrop mode (digital) 

ÅWireless HART (over 802.14.5)

ÅHART-over-IP (TCP, UDP)

ÅRS-485 Hart gateways 



HART over Current Loop

Frequency-shift-scaling (FSK)



Example FSK transmission



HART FSK connection types (1)
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HART FSK connection types (2)
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HART packet structure

Delimeter Address [Expand] Command Byte Count [Data] Check byte

Å9ǾŜǊȅ ǇŀŎƪŜǘ ǎǘŀǊǘŜŘ ǿƛǘƘ лȄŦŦΧлȄŦŦ ǇǊŜŀƳōƭŜ

ÅTwo packet types: short and expanded

ÅTwo address type: poling and unique

ÅThree frame types:
ÅBurst frame (BACK, 1)

ÅMaster to field device (STX, 2)

ÅField Device to master (ACK, 6)

ÅCheck byte: XOR of all bytes

ÅThree types of commands: Universal, Common practice 
and Device Families.



HART commands

ÅCommand 0: read unique identifier.

ÅCommand 1: read primary variable

ÅCommand 7: read loop configuration

ÅCommand 12: read message

ÅCommand 13: read tag, descriptor date

ÅCommand 17: write message

ÅCommand 18: write tag, descriptor date

Å/ƻƳƳŀƴŘ нлΥ ǿǊƛǘŜ ƭƻƴƎ ǘŀƎΧΦ

Dozens command to experiment and fuzz!



Problem: how to sniff/inject?

ÅNeed stable solution for sniffing and injecting current 
loop.

ÅDemoboardsare too low-power.

ÅModems are too noisy.

ÅWill be cool have extension for some existing 
tools/technologies.

We decided to build custom HART shield for *duino



HART Modem Evalboards
AD5700

DS8500

A5191HRT



HART Modem ICs

AD5700

NCR20C12

DS8500



Problems

ÅMost ICs have TQFN(or smaller) layout.

ÅNCR20C12 (DIP) is stuckedsomewhere in Russian post.

ÅA5191HRT evalboard is BLOCKED by Russian customs.

ÅNo public specifications available.

ÅSmall number of available transmitters/modems/etc.



First try



More problems

ÅAD5700 outputs crap on UART pins

Å/ŀƴΩǘ ƛƴƧŜŎǘ ǇŀŎƪŜǘǎ ƛƴ ƭƻƻǇΣ ōŜŎŀǳǎŜ ƻǳǘǇǳǘ ǎƛƎƴŀƭ ƛǎ 
too weak. 

Åpyserialincorrectly works with RTS(DTR) serial pin

Ådark_k3y burned 2 USB-UART and 1 COM-UART

ÅAt last, we burned our AD5700 demo board. 


